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FOREWORD

April 2004

On behalf of the IBM Center for The Business of Government, we are pleased to present this report,
“Enhancing Security Throughout the Supply Chain,” by David J. Closs and Edmund F. McGarrell.

Tragic events of the past several years have resulted in a worldwide call for increased security. New secu-
rity programs have been created to improve personnel and passenger security, some of which are very visi-
ble, especially to the traveling public (e.g., increased screening at airports and tighter restrictions for visas).
Improving the protection of goods and commodities as they travel through the supply chain poses unique
challenges that may not be as well known.

The report by Professors Closs and McGarrell describes many of the supply chain security challenges that
exist today. Supply chain security programs that focus on reducing pilferage or loss prevention are no
longer adequate. Companies and governments must recognize the need to implement comprehensive and
integrated end-to-end security that extends beyond asset protection and prevents the introduction of unau-
thorized contraband, people, or weapons of mass destruction into the supply chain.

The purpose of this report is to highlight the issues faced by governments and firms as they attempt to build
greater security into the global supply chain while simultaneously working to enhance the efficient flow

of goods and services. This document is based on the results of research and a multiorganizational cross-
functional workshop held in November 2003. A high-level checklist was also developed to assist companies
and governments in assessing the status of their supply chain security and in determining the risks associ-
ated with their performance in each category.

We trust that this report will catalyze the changes in thinking, sustained leadership, research, and continual
learning required by both the public and private sectors to sustain the global supply chain security needed
today and in the future. Supply chain security case studies will help refine the assessment checklist and
recommended actions described in this report. Clearly, much work remains to be done.

Paul Lawrence Pat Knight
Partner-in-Charge Vice President

IBM Center for The Business Import Compliance Office
of Government IBM Corporation

paul.lawrence@us.ibm.com knighp@us.ibm.com
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EXECUTIVE

SUMMARY

Global supply chain security has become increas-
ingly important due to incidents involving damage,
theft, and terrorism. While security has been the
primary focus of a number of institutions involved
in supply chain operations (firms, governments,
carriers, and the consuming public), it has tradi-
tionally received a functional focus. For example,
firms’ security organizations primarily focused on
asset security while the government focused on
revenue collection and restricting the flow of illegal
items. In order to effectively meet the demands of
a secure supply chain in today’s environment, a
more comprehensive and integrated security focus
is required, extending beyond asset protection and
preventing the introduction of unauthorized contra-
band, people, or weapons of mass destruction into
the supply chain.

This report synthesizes the results of research and
a multi-organizational cross-functional workshop
sponsored by IBM and held at Michigan State
University (MSU) in November 2003. The work-
shop included representatives from manufacturers,
distributors, retailers, carriers, government, and
academia. The report is designed to meet five
objectives:

e To establish some common definitions regarding
supply chain management and security.

e To describe the broad perspective that is neces-
sary for comprehensive supply chain security
management.

e To review the critical dimensions and require-
ments for supply chain security.

e To introduce an assessment tool for firms, gov-
ernments, carriers, and terminal/port operators to
benchmark themselves against other institutions
involved in enhancing supply chain security.

e To propose recommendations, synthesized
from MSU research and the workshop, that
are critical for enhancing supply chain security
effectiveness. These recommendations suggest
the need for enhanced leadership; public-
private collaboration; additional research for
supply chain security, policy making and appli-
cation planning; and educational initiatives to
develop awareness and expertise.

The central thesis of this document is that both
security and supply chain efficiencies can be maxi-
mized, but to do so will require changes in thinking,
sustained leadership, and continual learning in both
the public and private sectors.
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Introduction

About the Report

This report introduces the concept of supply chain
security management and offers guidelines for its
implementation. The first section characterizes the
shift of supply chain security from a focus on asset
protection to one of process integrity that prevents
the introduction of unauthorized contraband, people,
or weapons of mass destruction into the supply
chain.

[t emphasizes the need to consider the institutions
and activities required to move the product from
the field, forest, or mine to the home or office.
While the need for enhanced supply chain security
is apparent, the challenge is for firms to provide
improved security capabilities at minimal to no
increase in cost.

The second section reviews the goals of effective
supply chain management. While the goal is to
continue providing increased customer value
through high velocity and visibility, the firm and its
supply chain partners must refine their processes to
reduce variability and vulnerability. Effective supply
chain security management requires a thorough
knowledge regarding these trade-offs. This section
also suggests that supply chain security initiatives
reflect an extension of the quality movement. While
the quality movement focused on product and pro-
duction process, supply chain security requires cross-
organization process and information integration.

The third section describes an assessment approach
that can be used to evaluate and benchmark firm
and institutional supply chain security management

practices. While this assessment provides firms with
the insight to enhance their own supply chain
security capabilities, a comprehensive security
solution requires more involvement of all organiza-
tions involved in supply chain planning, execution,
control, and monitoring.

The final section describes the institutional roles
and recommendations required to develop a com-
prehensive approach to enhancing global supply
chain security. A firm or even an entire supply
chain cannot solve domestic or global security
problems on its own. Comprehensive supply chain
security requires a partnership involving firms,
supply chain partners, service providers, and
government. This report describes the institutional
relationships, objectives, requirements, and best
practice characteristics. Its ultimate goal is to
enhance global supply chain security through leader-
ship, collaboration, research, and education.

About the Challenge of Enhancing
Supply Chain Security

The dawn of the 21st century brought together a
variety of factors that created a need for enhanced
supply chain security. First, the increasingly global
economy both generates and depends on the free
flow of people, goods, and information. Second,
businesses increasingly depend on efficient supply
chain operations. Third, increased terrorist threats
result in significant implications for homeland and
global security. These factors have created signifi-
cant challenges for businesses, for the country, and
for the global economy. Simply put, firms must
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implement continuous improvement processes that
enhance both supply chain execution and security.

Improvements must go beyond the firm itself and
extend throughout the supply chain. At the same
time, governmental agencies responsible for the
movement of goods and people across borders must
continuously review and update security procedures
with the goal of enhancing both security and effi-
ciency. This includes balancing the essential govern-
mental obligation to protect citizens with the critical
role of promoting economic viability through trade.
Further, the focus must be global, with the goal of
expanding the number of trusted partners to enhance
global trade. Failure to enhance security—as
demonstrated by terrorist attacks in Bali, Israel, Kenya,
Saudi Arabia, Spain, Tanzania, and the United States,
among others—carries unacceptable risk. Yet,
enhanced security must be balanced by the efficient
and synchronized flow of goods and information
throughout the supply chain.

Prior to discussing the challenges, it is useful to
establish common definitions for supply chains and
supply chain security. A supply chain is the combi-
nation of organizations and service providers that
manage the raw material sourcing, manufacturing,
and delivery of goods from the source of the com-
modities to the ultimate users. Organizations directly
involved in the supply chain include raw material
providers such as mines, farms, manufacturers that
enhance the value of raw materials, wholesalers,
distributors, and retailers. Other stakeholders
involved with supply chain operations include
governments, carriers, and terminal/port operators.
Supply chain management is the inter- and intra-
organizational coordination of the sourcing, pro-
duction, inventory management, transportation,
and storage functions with the objective of meeting
the service requirements of consumers or users at
the minimum cost. Supply chain security manage-
ment is the application of policies, procedures, and
technology to protect supply chain assets (product,

facilities, equipment, information, and personnel)
from theft, damage, or terrorism, and to prevent
the introduction of unauthorized contraband,
people, or weapons of mass destruction into the
supply chain.

The challenges facing the public and private sectors
become apparent when one considers the extent

of global trade. Over 200 million containers are
shipped between the world’s seaports annually. The
United States receives approximately 17,000 con-
tainers per day (Lee and Whang 2003). Only about
2 percent of the containers imported are physically
inspected (Gillis 2002 and 2003). The impracticality
of drastically increasing physical inspection, coupled
with concerns over the security of containers, has
led U.S. Customs to develop the Container Security
Initiative (CSI), which moves risk assessment and
inspection to earlier stages in the supply chain.

The need for heightened supply chain security was
apparent in the May 2002 theft of a truck in Mexico
reportedly carrying eight tons of cyanide, which
resulted in a two-week search by law enforcement
before the shipment was located. This incident high-
lighted the potential threat posed by the movement
of hazardous materials as well as the advantages that
would accrue through a combination of improved
security practices and tracking technology.

Challenges were also highlighted by the diagnoses
of foot-and-mouth disease in the United Kingdom,
“mad cow disease” in Canada, and bird flu in Asia.
The December 2003 announcement of mad cow
disease (bovine spongiform encephalopathy) in
the United States was quickly greeted with the clo-
sure of beef exports to many U.S. trade partners.
Agriculture officials began the process of tracing
back the movement of the cow and of other cows
that may have fed from the same feedlot as the
infected cow. This incident dramatically demon-
strated the need to be able to trace the movement
of goods (cattle) throughout the food supply chain.

The goal of terrorist events is to bring our economy to a standstill. If we put an
anti-terrorist mindset on and make the protocol extremely cumbersome to avoid

the terrorist event, we risk achieving the same outcome the terrorists desire.

—Stephen Zujkowski, senior vice president, Savi Technology (cited in Hannon 2002)
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Acronyms
ACI Advance Cargo Information
AMR  Advanced Manifest Rule
CSl1 Container Security Initiative

C-TPAT Customs-Trade Partnership Against Terrorism
DHS  Department of Homeland Security

FAST  Free and Secure Trade

ISO International Organization for Standardization
RFID  Radio Frequency Identification

SCEM
SST Smart and Secure Tradelanes
TAPA
wco
WTO

Supply Chain Event Management

Technology Asset Protection Association
World Customs Organization

World Trade Organization

At the same time, it highlighted the potential dis-
ruption of agricultural and food markets unless sus-
pect products can be quickly traced and isolated.

New security measures following September 11,
2001, are estimated to cost the U.S. economy
alone over $150 billion, of which $65 billion is
for changes in supply chains (Bernasek 2002;
Damas 2001). Yet, despite these expenditures, con-
cerns about the security of goods crossing global
borders remain and the threat of terrorist attacks
that could shut down borders and seriously dam-
age the global economy remains ever present.

The purpose of this report is to highlight the issues
facing all stakeholders in global trade as countries
and firms attempt to build greater security into the
global supply chain while simultaneously working
to enhance the efficient flow of goods and services.
The guiding thesis is that both security and supply
chain efficiencies can be maximized, but to do so
will require changes in thinking, sustained leader-
ship, and continual learning in both the public and
private sectors. For the government official, the
desired outcome is to be able to say, “We have
increased security to maximize the protection of our
citizens while facilitating the efficient movement of
goods across borders.” For the CEO, the desired goal
is to be able to say, “We are better off competitively
because of our investments in supply chain security.”

The report begins with a discussion of the neces-
sary shifts in thinking, noting particularly the scope
of public-private institutional partners responsible
for supply chain security. The next section covers
the dimensions of supply chain security. The intent
is to assist all those responsible for supply chains
by providing a common language and a set of prin-
ciples, referred to as the five “V’s,” that are essential
for supply chains. The report also includes an
assessment tool intended to help frame issues,
assist firms, and stimulate movement toward sys-
tematic metrics. Finally, recommendations are
offered to place the issue of global supply chain
security at the top of national and international
security agendas and to promote the development
and implementation of secure and efficient global
supply chains.’
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10

New Ways of Thinking About Supply
Chain Security

The supply chain security challenges posed by the
threat of terrorism have significant implications
for firms and their suppliers, customers, carriers,
terminal operators, governments, and global part-
ners. Indeed, the global economy is dependent on
the security and resiliency of supply chains. Supply
chain resiliency refers to the supply chain’s ability
to withstand and recover from an incident. A
resilient supply chain is proactive—anticipating
and establishing planned steps to prevent and
respond to incidents. Such supply chains quickly
rebuild or re-establish alternative means of opera-
tions when the subject of an incident.

For firms, no longer is it adequate to focus on inter-
nal security procedures geared toward the prevention
of theft and emergency planning for specific plant
locations and distribution centers, the so-called
“four walls” perspective. Rather, the demands of
supply chain security extend beyond theft pre-
vention to the threat of terrorism and require the
integration of security with many other units. Thus,
for example, several firms at the Supply Chain
Security Workshop held at Michigan State University
in November 2003 reported the use of a cross-
functional team composed of Tax Staff, Customs,
Security, Government Relations, Production Control
and Logistics, Purchasing, Internal Controls, and
Human Resources. Not only must firms be con-
cerned about security procedures within their own
processes and those of first-tier suppliers, but also
they are dependent on the security procedures
throughout the entire supply chain.

Given the global nature of supply chains, firms are
similarly dependent on the procedures, laws, and
regulations of countries across the globe, and deci-
sions about suppliers are likely to increasingly
depend on the “trusted partner” status of the sup-
plier country. Finally, supply chain managers must
engage in self-appraisal of supply chain security
and contingency planning, and cross-functional
teams must develop crisis management plans

that include planning, mitigation, detection,

and response and recovery components (see
Supply Chain Security Assessment beginning on
page 17).

Governments are responsible for facilitating the
movement of people and goods across borders and
are ultimately responsible for the safety of people,
the country, and commerce. For governments and
government agencies, the traditional focus has
been on the control of trade, ensuring the collec-
tion of taxes and fees, restricting the flow of illegal
items, with sampling inspections of imports for
security.” The contemporary focus, however, is
shifting to trade facilitation with security concen-
trated on earlier stages in the supply chain and
the identification of trusted partners to increase
security through export inspection and information
trails. The very notion of trusted partners, however,
creates the need for global cooperation.

The United States and many of its trading partners
have responded to the threat of terrorism by initiat-
ing a number of efforts to build security and facilitate
trade. Congress mandated that the Department of
Homeland Security (DHS) Directorate of Border
and Transportation Security ensure the speedy,
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We aren’t necessarily replacing the focus on asset protection, but broadening it to
include other considerations. The current focus on asset protection tends to be
myopic; what is needed is broader language, and a recognition that when the sup-
ply chain is cut off, it affects the pipeline for all stakeholders, all resources. Perhaps
we need to consider our “assets” in a context of our ability to satisty our customers
and maintain our reputation in the marketplace. That brings supply chain security

into the conversation.

—Supply Chain Security Workshop, Michigan State University, November 17, 2003

orderly, and efficient flow of lawful traffic and com-
merce (Russell and Saldanha 2003). U.S. Customs
and Border Protection, now part of DHS, has
attempted to facilitate trade and increase security
through the Customs-Trade Partnership Against
Terrorism (C-TPAT), Container Security Initiative
(CSI), and related programs. C-TPAT seeks to certify
known shippers through self-appraisals of security
procedures coupled with Customs audits and verifi-
cations. CSI calls for pre-screening of containers
coupled with fast tracking when the cargo reaches
the United States. The Advanced Manifest Rule
(AMR) and more recent Advance Cargo Information
(ACI) require detailed cargo data before the cargo
is brought into or shipped from the United States
by ocean, air, rail, or truck.’ The Free and Secure
Trade (FAST) program allows low-risk goods trans-
ported by trusted carriers for trusted firms to pass
rapidly through border crossings while reserving
inspection resources for unknown or high-risk ship-
ments. These provisions all require international
cooperation. Also evolving is the creation and use
of technology to enhance the detection of tamper-
ing, increase tracking efficiency and effectiveness,
and extend the scope of trusted partners to increase
efficiency at a greater number of shipping locations.

These global efforts are not confined to the initia-
tives of the U.S. government. The World Trade

Organization (WTO) also seeks to facilitate trade
by moving controls and inspection to the export
stage and through the sharing of uniform informa-
tion among government agencies, firms, suppliers,
carriers, and customers (Damas 2002). The World
Customs Organization (WCO), through the 161
member countries involved in the Global Standards
for Supply Chain Security initiative, similarly seeks
to promote trade facilitation by developing and
promoting guidelines to help customs administra-
tions work together to promote rapid clearance of
low-risk cross-border shipments.

The U.S. Customs programs as well as the efforts
of the WTO and WCO have broadened customs
verification processes to include exports, relying
on declarations that include essential data for
adequate cargo risk assessment (commodity
description, price, origin and destination, shipper
and consignee, and transportation provider) (Gillis
2003) and by certifying manufacturers, carriers,
and other entities. The International Organization
for Standardization (ISO) is working with the
Strategic Council on Security Technology on a
Smart and Secure Tradelanes (SST) initiative. SST
is developing a technology platform to track con-
tainers globally and generate chain-of-custody
audit trails (Hickey 2003).

Until we find a way to enable people to share information freely, compliance will

remain a cat-and-mouse game in which the primary goal is to get the green light

and move on. Developing a true collaborative partnership between the public

and private sectors will require the creation of true two-way intelligence.

—Supply Chain Security Workshop, Michigan State University, November 17, 2003

11
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The goal is to create global data exchange that
allows all members of a supply chain to work
together, creating an environment similar to that

of the quality initiatives in the early 1990s. At that
time, consumers were demanding substantially
increased product and service quality. The result
was a strong organizational focus on efforts to
increase product and process quality. While firms
initially felt that they could increase prices to cover
the cost of quality improvements, the market quickly
indicated that it would be necessary to increase
quality without corresponding price increases. In
fact, many firms found it was possible to increase
quality while reducing cost. Similarly, it is impor-
tant to note that enhanced supply chain security is
expected with no increase in cost. Thus, the chal-
lenge today is to review, refine, and extend existing
supply chain practices to provide the desired secu-
rity controls while simultaneously lowering supply
chain cost.

Firms, governments, and governmental associations
are only some of the institutional components of
the supply chain. The loss of a key supplier can
critically disrupt a supply chain, and firms are
dependent on the security procedures of suppliers
in order to insure their own security and to main-
tain trusted-partner status with government agen-
cies. Customers are obviously the end point of the
supply chain, and thus firms are ultimately depend-
ent on their satisfaction. Customers are also impor-
tant in the sense that the information needed to

allow auditing of cargo movement from supplier to
customer must extend to the customer stage. Food
and product recalls linked to imminent danger are
perhaps the best examples of this requirement.

Carriers, freight forwarders, port authorities, and ter-
minal operators are responsible for critical stages in
the supply chain process. The best procedures of a
trusted trading partner are meaningless absent the
effective security procedures of carriers to secure
goods in transit. In addition to being key points for
inspection, port facilities are potential targets for
terrorists seeking to disrupt the supply chain either
through attacks on the facility or as infiltration
points for cargo tampering. Consequently, the entire
supply chain is dependent on the security proce-
dures (e.g., access control, personnel screening,
physical “four wall” security, emergency prepared-
ness) of port authorities and carriers and for their
effective interaction with governmental agencies.

Summary: These shifts in thinking about security
are captured in Figure 1. To build supply chain
security, no longer can the security function be
isolated from other business processes. Rather,
security and efficiency must be the responsibility
of cross-functional teams. These teams must be
focused not only on theft and asset protection but
also on preventing the use of shipments for the
conveyance of contraband and weapons of mass
destruction. The inadvertent shipment of such
contraband poses threats not only to the firm but

Figure 1: Import Compliance Model of Changing Supply Chain Security Requirements

From —>

Corporate Security —>

Theft Prevention —>

Inside the Company —>
Verticall)% l?tTcgg:asthpS[LiJg’rs)ly Chain >
Country or Geographic Focus —>
Contingency Planning —>

To

Cross-Functional Team

Theft Prevention and Anti-Terrorism

End-to-End Supply Chain

Outsourced Business Model
2nd, 3rd Tier Suppliers

Global Focus

Contingency Planning and Crisis Management
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also to global trade generally. Attention must be
directed to the entire supply chain, and all of these
efforts—whether examined at the firm level or at the
level of international government associations—
require public-private communication, cooperation,
and collaboration.

Dimensions of Security

Figure 2 illustrates some of the institutions that play
critical roles within the supply chain. The supply
chain security challenge is to effectively manage
the “Five V's” across the top of the figure (Helferich
and Cook 2003). The first challenge is to provide
the consumer with better value in return for their
money. Consumers expect relatively stable prices
and have low tolerance for dramatic increases or
variations due to supply chain security require-
ments. Enhanced supply chain velocity is the sec-
ond challenge faced by the linked members of a
typical supply chain today. Not only do initiatives
to increase product velocity in the supply chain
reduce cost by reducing product storage times and
damage, such velocity also results in better quality
because products spend less time in storage facili-
ties and transportation equipment. Velocity also
limits the exposure to terrorist threats as it reduces
the time that the product is stationary.

Figure 2: Supply Chain Network—The Challenges

The third challenge is to reduce supply chain
variability. Most supply chains commonly experi-
ence variability in production and transit times.
Variations in production and transit time result in
larger inventory buffers or safety stocks. For exam-
ple, if the average transit time from a West Coast
producer to the East Coast market is five days but
actual movement time varies from three to 10 days,
a five-day buffer stock is required at the destination
to accommodate the variation. The buffer stock
results in lower velocity, higher cost, and greater
potential product quality and security problems.
The fourth challenge is to provide appropriate sup-
ply chain visibility. Many supply chain participants
can leverage visibility to resolve problems caused
by supply chain variation. Visibility regarding
where a product is in the supply chain and positive
tracking to determine arrival gives manufacturers,
wholesalers, or retailers a chance to expedite the
product or obtain it from an alternative source.

The final challenge is to manage supply chain
vulnerability. Supply chain vulnerability exists in a
variety of forms. An obvious form in the food sup-
ply, for example, is product infection or infestation
with a biochemical agent at any point within the
supply chain. Less obvious forms include damage
or destruction of the supply chain infrastructure or

Velocity Value Visibility
Variability Vulnerability
4— Information Technology and Logistics Integration —p»
Strategic Market
—p»| Producer Consumer
«4—— Real-Time Execution Monitoring and Planning —»
Threat Profile: Natural, Accidental, Intentional
Supply Chain Unforeseen Disruption Incidents
Product e Plant, Facilities & Equipment Customer
Development o Parts & Supplies Service
e Personnel
e Communications and Transaction Processes
e Utility Services—electricity, water Segment
e Public—ports, highways, bridges, rail, water ways
e Financial
e Supply Chain Partners Capabilities

Source: Adapted from Helferich and Cook 2003.
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of the processes used to move and store the prod-
uct from the supplier to the customer. Examples
include systematic damage or destruction to critical
material suppliers, transportation equipment, trans-
port infrastructure, storage facilities, or information
processing systems. Such damage was experienced
by firms, suppliers, customers, and carriers in the
aftermath of September 11, when borders were
closed, air transport shut down, and inventories
rapidly depleted.

Effective and efficient supply chains require the
balancing of the five “V” elements to provide
consumer value while minimizing the cost and
threat vulnerability. This balancing must incorpo-
rate the multiple perspectives of consumers, firms,
government, and the public. From an institutional
perspective, this includes producers, material sup-
pliers, manufacturers, wholesalers, distributors,
retailers, and carriers. From a capability perspec-
tive, this includes individuals with skills in sourc-
ing, manufacturing, inventory management,
packaging, warehousing, transportation, and secu-
rity as well as support sciences (e.g., biochemical
sciences).

A critical component of the global supply chain,
indeed the context within which supply chains
exist (represented in Figure 2), is the role of govern-
ment and the relationship between governments
and the private sector. Whereas governments must
balance the goals of security and trade facilita-
tion—and are ultimately dependent on the cooper-
ation of the private sector—suppliers, firms,
carriers, and other stakeholders in supply chains
must recognize that international trade is a privi-
lege granted by governments. Thus, the global
economy ultimately is dependent on the mutual

obligations of both the public and private sectors,
with both of them needing to strengthen supply
chain security.

Integrated Supply Chain Security

The need for supply chain security is apparent from
a variety of perspectives. From a traditional asset
protection viewpoint, the value of goods being
shipped in a single ship, plane, or truck can be
enormous. One van stolen at London’s Heathrow
Airport carried computer chips valued at $10 mil-
lion, and Jonathan Littman (2003) estimates that a
small truck or van can easily carry $10 million in
cargo. Worldwide cargo theft is estimated at over
$50 billion annually (National Cargo Security
Council as cited in Littman). However, supply
chain security initiatives must extend beyond just
asset protection. A secure supply chain must guar-
antee shipment integrity throughout the supply
chain. This includes:

e Not allowing any biological or chemical agent
to be introduced to the product.

e Not allowing any illegal commodity to be
intermingled with the shipment.

¢ Not allowing the replacement of the product
with an illegal commodity or person.

e Not allowing the shipment to be used as a
weapon.

The focus on asset protection expands when the firm
considers the security of its people, facilities, and
processes globally. The disruption of a key operation
has the potential of rippling through the supply
chain and disrupting processes based on just-in-time
inventory. Beyond the firm, the security procedures

The Customs-Trade Partnership Against Terrorism (C-TPAT) represents an important

start toward collaboratively addressing the issues of supply chain security; however,

there are many entities that need to be coordinated, and it is easy to find weaknesses

in the current system. Despite all the planning and technology that has been

applied, we will still be in “organized chaos” in the event of a critical disruption of

the supply chain. For one thing, we need to become clearer about the dual strate-

gies of 1) mitigating risk, and 2) creating a resilient and efficient supply chain.

—Workshop on Supply Chain Security, Michigan State University, November 17, 2003
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We applaud the efforts that are underway to instill quality processes, to inspect

products and containers at the points of origin, to use technology to automate the

chain of custody, to monitor the process closely during the transportation journey,

and to create transparency and visibility across the supply chain. Informational,

rather than physical, activities form the core of security measures.

—Lee and Whang (2003:26)

of suppliers and carriers become critical for the effi-
cient movement of goods. The picture grows even
more complex when one considers that this move-
ment of goods is dependent on procedures, policies,
and practices consistent with governmental practices
intended to increase the security of borders.

The focus on balancing the five “V” elements of
supply chain security on a global scale points to
the need for integrated supply chain security. This
is a shift from traditional security perspectives
that have tended to be focused within the “four
walls” of the plant or facility and asset protection
focused.

Russell and Saldanha’s Five Tenets
of Security-Aware Logistics and
Supply Chain Operation

Tenet 1: Companies need to partner with local,
state, and federal government organizations that
impact the movement of freight.

Tenet 2: Now more than ever, companies need
to know their overseas trading partners and take
responsibility for securing their cross-border
supply chains.

Tenet 3: Companies need a mode-shifting capa-
bility to accommodate unexpected delays, inter-
ruptions, and disasters.

Tenet 4: Companies need to develop a suite of
communication channels and media to manage
crises.

Tenet 5: There is a need to adopt the military
concepts of agility, reservists, and pre-positioning
for the management of business logistics and the
supply chain in the new environment.

Source: Russell and Saldanha 2003.

Requirements for Supply Chain
Security

It is estimated that as many as 25 different parties
are involved in the global movement of a container
(buyers, sellers, inland freighters, shipping lines,
middlemen [e.g., customs and cargo brokers], fin-
anciers, government) (Russell and Saldanha 2003).
Thus, secure and efficient supply chains must be
cross-institutional, including producers, material
suppliers, manufacturers, wholesalers, distributors,
retailers, and carriers. As has been stressed repeat-
edly, they must be global and they must enhance
both security and efficiency.

In many respects, the shifts in thinking required for
supply chain security are very similar to the para-
digm shifts that occurred in the quality movement.
Gaining efficiencies while ensuring security is very
similar to the quality movement principle that
“higher quality can be attained at lower cost by
proper management and operational design” (Lee
and Whang 2003: 4). Just as quality management
rejected “sampling inspection” at the end of the
product line and sought to build quality into all
aspects of process, supply chain security will not
rely on sampling inspections but rather will be the
product of building security and efficiency through-
out the supply chain (Lee and Whang 2003). The
parallels to the quality movement and the shifts in
thinking required for true supply chain security are
reflected in Table 1.

Finally, just as expenditures in quality proved to

be a smart investment, supply chain security invest-
ments will be facilitated by demonstrating return on
investment (ROI). Here promising signs are emerg-
ing. A number of firms participating in the Supply
Chain Security Workshop at Michigan State
University report that investments in supply chain
security were already yielding ROI (although they
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Table 1: Lee and Whang’s Model of Supply Chain Security and Quality

Quality Movement

Security Initiatives

Defects are very costly

Security gaps create big risks

Total quality management

Improvement of all stakeholders

Emphasis on prevention and Poka-Yoke methods*

C-TPAT, CSI, sealing, and anti-tamper technologies

Source inspection

CSI and inspection at origin

Process control

Automated chain of custody

Six-Sigma cycle to identify, track, and improve

Container tracking and total visibility

Root cause analysis

Profiling system for shipments, shippers, carriers, trade routes

“Quality is free”

Higher supply chain security at lower cost

Source: Lee and Whang 2003.

also report challenges in measuring ROI). Many
firms and carriers that have increased security and
tightened processes have witnessed 90 percent
reductions in high-tech theft losses (Littman 2003).°
Lee and Whang's (2003: 24) case study estimates
that Smart and Secure Tradelanes procedures
reduce costs by reducing inventory and by reduc-
ing inspection time. They conclude, “These cost
savings far exceed the costs of implementing elec-
tronic seals, the readers, and the other infrastruc-
ture investments.” Firms qualifying for Technology
Asset Protection Association (TAPA) certification
may receive insurance discounts (Littman 2003).

Roles for Developing Supply Chain
Security

The transformation to secure and efficient supply
chain security requires developing and providing
policy direction from both the public and private

sectors. This requires leadership from government,
domestically and internationally. At the same time,
leadership within companies located throughout
the supply chain is crucial to establishing priorities,
developing multifunctional teams, and strengthen-
ing relationships and the flow of information from
remote suppliers to customers.

Just as important as leadership within sectors, and
perhaps even more so, will be the collaborative
leadership of public and private officials working
together to build security while eliminating unnec-
essary barriers and maximizing logistical efficiencies.
Further, this must include not only the Fortune 500
companies but also smaller firms that are found
throughout global supply chains. Similarly, it must
include not just the industrial powers such as the
G-8 countries (Canada, France, Germany, Italy,
Japan, Russia, the UK, and U.S.), but must be global
in nature.

Smaller companies are frustrated by the fact that only larger companies are likely

to have a voice in the process, and that only larger companies will be able to

afford the investment needed to stay in step with supply chain security. Some

attention needs to be given to the needs of smaller companies, to make sure they

have a voice and can remain both compliant and viable.

—Workshop on Supply Chain Security, Michigan State University, November 17, 2003
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Assessing Supply Chain Security

International and domestic incidents over the last
three years have emphasized the need for an inte-
grated approach to supply chain security manage-
ment. Just as a chain is no stronger than its weakest
link, a supply chain is only as secure as its weakest
link, which includes the suppliers, manufacturers,
wholesalers, retailers, carriers, terminals, and gov-
ernmental institutions that plan, manage, facilitate,
and monitor the global movement of goods. The
previous sections have described the key supply
chain objectives and institutions. The challenge,
however, is to determine the means to achieve sup-
ply chain security with the broad range of relation-
ships, processes, and institutions involved.

While there has not been a systematic assessment
of best practices related to supply chain security
similar to that completed for typical supply chain
management practices (Bowersox, Closs, and Stank
2000), a synthesis of the existing literature and
management interviews can offer some insight
regarding supply chain security best practices. The
two assessments that make up this section provide
a framework for evaluating supply chain security
practices. The first one, “Supply Chain Security
Assessment,” takes the perspective of the firm and
is appropriate for use by manufacturers, whole-
salers, and retailers.° When assessing a firm’s
supply chain security capabilities, the evaluative
characteristics consider the firm’s capabilities from
a number of perspectives. The first focuses on key
firm relationships. The second focuses on the firm’s
refinement of existing processes to enhance secu-
rity (personnel security, information technology,
facility security, inventory security, transport equip-
ment security, transportation tracking and visibility,

receiving, storage, shipping, management educa-
tion, internal operations management, and supply
chain education). The third focuses on the supply
chain security incident management stages (plan-
ning, mitigation, detection, response, and recovery).
For each perspective, the assessment describes a
number of characteristics of the firm in increasing
levels of sophistication. The second assessment,
“Government, Carrier, and Terminal/Port Assessment”
beginning on page 32, describes additional evalua-
tive characteristics for key supply chain stakeholders
including governmental institutions, carriers, and
terminal/port operators.

In both types of assessment, three levels of security
performance are described for each category. Basic
(Level 1) refers to the minimum security practices
that would be expected for organizational relation-
ship management, process refinements, and incident
planning processes. Typical (Level 2) refers to organ-
izations that have extended reasonable security
efforts. Advanced (Level 3) refers to the security
practices that are characteristic of firms that have
placed a very strong emphasis on enhancing sup-
ply chain security.

While the assessment is useful for benchmarking
organizational security capabilities, it is not realistic
that any firm can bring itself and its supply chain
partners up to the advanced level overnight. As

a part of the assessment process, the firm must
determine the risks associated with its current
performance level in each category. The relative
cost/benefits related to each category’s risk must
then be evaluated to prioritize supply chain secu-
rity initiatives. The resulting prioritized list should
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then guide management actions to assure maximum
utilization of resources while minimizing the
impact to the supply chain.

While these levels characterize firms in increasing
levels of sophistication, it should be noted that sup-
ply chain security is a journey, not a destination.
While the Advanced column may represent
sophisticated practices today, those same practices
may be typical or even basic in the future. Just as
institutions, technology, processes, and environ-
ments change, the practices must adapt as well.
Nevertheless, these assessment frameworks provide
some systematic direction for evaluating supply
chain management security practices at this point
in time.

The two assessments provide tools for firms and
key supply chain stakeholders to benchmark their
own practices, processes, and policies. Firms and
stakeholders are encouraged to go through the
assessments and “check off” the relevant categories
as an initial step in assessing whether current prac-
tices fall in the basic, typical, or advanced level.
Then the assessments can be viewed in the context
of risk, utilized to gauge improvements, and ulti-
mately used to develop metrics.

Supply Chain Security Assessment

Elements of the Supply Chain
Security Assessment

Listed are the dimensions for evaluating firm
supply chain security. For each dimension,
the assessment tables list basic, typical, and
advanced practices.

Relationship
Supplier
Government
Carrier
Terminal/Port Operator
Customer

Security Efforts within Existing Processes
Personnel Security
Information Security
Facility Security
Inventory Security
Transportation Security
Transportation Tracking and Visibility
Receiving Management
Storage Management
Shipping Management
Management Education
Internal Operations Management
Supply Chain Education

Incident Security Management
Planning Management
Mitigation Management
Detection Management
Response Management
Recovery Management
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Relationship

Supplier Relationships

(Practices defining the nature of the firm’s relationship with material suppliers)

Basic (Level One)

Typical (Level Two)

Advanced (Level Three)

O Performs limited pre-screening
of suppliers as a condition for
bidding on contracts

O Performs announced inspections/
assessments or validation by third

party

O Performs unannounced inspec-
tions/assessments or validation
by third party

O Defines minimal supply chain
security requirements in contracts

O Defines supply chain security
requirements in contracts

O Includes in contracts specific
supply chain security requirements
as a condition for acceptance

0 Allows suppliers to perform and
report security self-assessments

O Enforces defined security
requirements for suppliers

0 Works collaboratively with
suppliers to refine security
requirements

0 Communicates defined security
requirements for suppliers, but
doesn’t verify that practices are
being implemented

O Considers security capabilities of
potential suppliers as minor when
proposals are evaluated

O Replicates best practices and
results among trading partners

O Pre-screens potential suppliers
with security capabilities as a
major consideration

O Mandates that suppliers adhere
to established standards (e.g.,
Technology Asset Protection
Association prior to bidding)

O Regularly reviews and objectively
grades suppliers regarding
adherence to security standards

O Has not established metrics for
evaluating supply chain security
performance

O Has established limited metrics
for evaluating supply chain
security performance and makes
them available

O Has established comprehensive
metrics for evaluating supply
chain security performance and
makes them available
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Government Relationships

(Practices defining the nature of the firm’s relationship with local, regional, and national agencies)

Basic (Level One)

Typical (Level Two)

Advanced (Level Three)

O Informally tracks government
regulations and implications for
implementing supply chain
security practices

O Proactively tracks government
regulations and implications for
implementing supply chain
security practices

O Takes active role in initiatives to
educate and exchange informa-
tion with government officials
responsible for enhancing supply
chain security

O Has informal procedures and
processes to communicate
security breaches to law
enforcement

O Has defined procedures and
processes to communicate
security breaches to local law
enforcement

O Has defined procedures and
processes to systematically
monitor and synthesize informa-
tion regarding security breaches
on a global basis

O Actively participates in associa-
tions and organizations offering
seminars regarding supply chain
security

O Actively participates in cross-
organizational initiatives to
develop and influence govern-
mental supply chain security
policies

O Has minimal awareness of global
and government initiatives to
enhance supply chain security
initiatives such as WCO, ACI,
C-TPAT, and CSI

O Tracks public information
regarding government initiatives
to enhance supply chain security
initiatives such as WCO, AClI,
C-TPAT, and CSI

O Takes active role in guiding and
providing feedback for government
initiatives to enhance supply
chain security initiatives such as
WCO, ACI, C-TPAT, and CSlI

O Avoids notifying government
regarding vulnerabilities

O Informally informs government
regarding vulnerabilities

O Has a defined process to inform
government regarding known
vulnerabilities

O Does not adjust processes based
on government security levels

O Adjusts processes based on
government security levels

O Adjusts processes based on
government security levels
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Carrier Relationships

(Practices defining the nature of the firm’s relationship with air, motor, pipeline, rail,
and water carriers as well as with transportation service providers)

Basic (Level One)

Typical (Level Two)

Advanced (Level Three)

0 Requires carrier to meet
minimum inspection standards

O Defines security checks and
processes for carriers

O Involves carriers in setting
standards and establishing
security processes

O Gives limited consideration to
security capabilities when
selecting carriers

0 Uses limited number of security
capabilities when evaluating
carriers

0 Requires comprehensive security
capabilities for carrier contracts

O Allows carrier to perform and
report security self-assessments

O Performs announced
inspections/assessments

O Performs unannounced
inspections/assessments

O Provides carrier drivers with
minimal education regarding
supply chain security issues

O Provides carrier drivers with
education focusing primarily
on asset security

O Proactively tests carrier supply
chain security capabilities

O Takes no role in specifying driver
requirements for carrier

O Defines general requirements for
carrier drivers

O Provides carrier drivers with
comprehensive education
regarding their role in enhancing
supply chain security

O Requires carriers to have
appropriate licenses
(e.g., hazardous materials)

O Requires background checks
to be performed on carrier
employees

O Requires thorough pre-hiring
background and reference checks
with regular re-checks to be
performed on carrier employees

O Requires that carriers have devel-
oped and documented response
plans for likely security incidents

O Requires carriers to participate in
known shipper programs such as
offered in the European Union
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Terminal/Port Operator Relationships
(Practices defining the nature of the firm’s relationship with private and public entities
that operate air, ocean, and water terminals and ports)

Basic (Level One)

Typical (Level Two)

Advanced (Level Three)

O Requires terminal operators
to meet minimum inspection
standards

O Defines security checks and
processes for terminal operators

O Involves terminal operators in
setting standards and establishing
security processes

O Gives limited consideration to
security capabilities when select-
ing terminal operators

O Uses a limited number of security
capabilities when evaluating
terminal operators

0 Requires comprehensive security
capabilities for terminal operator
contracts

O Performs and reports security
self-assessment

O Performs announced
inspections/assessments

O Performs unannounced
inspections/assessments

O Gives minimal consideration
to port facility capability when
evaluating port bids

O Approves a Port Facility
Security Plan and subsequent
amendments

O Proactively tests terminal
operators’ supply chain security
capabilities

O Approves Port Facility Security
Assessment and subsequent
amendments

O Provides regular feedback for
terminal/port operator regarding
supply chain security requirements
and performance

Customer Relationships

(Practices defining the nature of the firm’s relationship with customers)

Basic (Level One)

Typical (Level Two)

Advanced (Level Three)

O No formal means for customers
to provide input regarding supply
chain security concerns

O Firm has established and
publicized an individual or
organization to receive customer
supply chain security concerns

O Firm has established and publi-
cized an individual or organiza-
tion to synthesize information
regarding customer supply chain
security concerns and to develop
implications

O Customer has a minimal
consideration for supply
chain security

O Customer recognizes supply
chain security efforts as a cost
of doing business

O Customer recognizes supply
chain security capabilities as a
competitive advantage

O Customer has expended minimal
effort to guarantee continuous
supply of critical components

O Customer has established initia-
tives to guarantee continuous
supply of critical components

O Customer has defined plans to
guarantee continuous supply of
critical components
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Security Efforts within Existing Processes

Personnel Security

(Practices that guide the firm’s activities for selection and monitoring of personnel)

Basic (Level One)

Typical (Level Two)

Advanced (Level Three)

0 Has no “code of ethics”
regarding supply chain security
practices

O Has basic “code of ethics”
regarding supply chain security
practices

O Has comprehensive “code of
ethics” regarding supply chain
security practices

O Uses limited pre-hiring back-
ground and reference checks
with rare rechecks

O Uses thorough pre-hiring back-
ground and reference checks
with rare rechecks

O Uses thorough pre-hiring back-
ground and reference checks
with regular rechecks

O Uses no pre-hiring drug checks

O Uses pre-hiring drug checks as
allowed by law

O Uses pre-hiring and random
post-hiring drug checks as
allowed by law

O Trains personnel to observe for
signs of employees who might be
living beyond their means

O Trains personnel to observe for
signs of employees who might
respond to coercion

Information Security

(Practices that guide the firm’s activities to guarantee information integrity, consistency, and timeliness)

Basic (Level One)

Typical (Level Two)

Advanced (Level Three)

O Does not require pre-transmission
of crew or cargo manifests

O Suggests suppliers and carriers
transmit electronic crew and
cargo manifests

O Contractually requires
international carriers to transmit
electronic crew and cargo
manifests

O Firms in Level 1 supply chain
partnerships engage in minimal,
arm’s-length relationships enabled
typically by asynchronous, one-
way data push communication
mechanisms

O Firms in Level 2 supply chain
partnerships are characterized by
push and pull, asynchronous and
synchronous, point-to-point
client-server communication

O Firms in Level 3 supply chain
strategic partnerships are
characterized by peer-to-peer
client-server communication

0 Uses no backup power supply for
operations and security systems

O Employs backup power supply
for operations and security
systems

O Employs backup power supply
for operations and security
systems

O Allows order and shipment
documentation to be readily
available to operations personnel

O Secures order and shipment
documentation, but restraints
can be overridden

O Makes available order and
shipment documentation on
a “need to know” basis only

O Allows order and shipment
information to be available
to a wide range of individuals
involved in operations

O Controls access to order and
shipment information by role and
responsibility in the organization

O Controls access to order and
shipment information on a “need
to know” basis only
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Facility Security

(Practices that enhance security of the firm’s buildings and their surroundings)

Basic (Level One)

Typical (Level Two)

Advanced (Level Three)

O Relies on passive measures such
as locked doors and fences for
facility security

O Relies on passive measures such
as locked doors and gates and
occasional human checking for
facility security

O Provides facility security using a
combination of passive and active
measures including fences, locks,
video, and human inspections

O Has minimal definition of secure
areas

O Has clear identification of secure

areas

O Has clear identification and
monitoring of secure areas

O Uses locking devices on external
doors and windows

O Uses locking devices on external

and internal doors, windows,
gates, and fences

O Equips exterior doors and
windows with alarms

0 Has no backup power for critical
facility areas

O Has backup power for key
operational areas

O Has backup power for key
operational areas and high-value
cargo areas

O Has no established process for
establishing and revising facility
authorization cards or keys

O Has defined process in place to
establish and revise facility
authorization cards and keys

O Has defined process in place to
establish facility authorization
cards and keys with dynamic
revisions for changes in
personnel

O Provides terminal security by
fences

O Provides terminal security

through a combination of fences

and video

O Provides terminal security
through a combination of fences,
video, guards, and information
technology tools (e.g., biometric
personnel screening)

O Uses no color coding for
uniforms or ID tags to designate
access privileges

O Uses color coding for uniforms
or ID tags to designate access
privileges

O Uses color coding for uniforms
or ID tags to designate access
privileges

O Employs limited video monitoring
of facilities and docks

O Uses closed-circuit video moni-
toring of facilities and docks

O Requires use of closed-circuit
video monitoring of facilities,
docks, and cargo
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Inventory Security

(Practices that reduce the risk of inventory theft and diversion)

Basic (Level One)

Typical (Level Two)

Advanced (Level Three)

O Production receipts are recorded
based on deliveries to the
warehouse

O Inventory receipts in the
warehouse are matched with
production quantities in the plant

O Positive matches are required for
production and inventory receipt
quantities

O Warehouse Management System
does not track product movement
by employee

O Warehouse Management System
uses barcoding to track storage
and retrieval of product by
employee

O Warehouse Management System
uses Radio Frequency (RFDC) to
track storage and retrieval of
product and movement by
employee

O No separation of duties (e.g.,
single individual is responsible for
receipts and withdrawals without
oversight)

O Limited separation of duties or
oversight

0 Documented separation of duties
and oversight minimize the
opportunity for inventory theft
or diversion

Transportation Security

(Practices that facilitate the reporting and recovery of goods lost or stolen in transit)

Basic (Level One)

Typical (Level Two)

Advanced (Level Three)

O Has not defined security
interfaces with carriers

O Has defined a single primary
security contact with each
contracted carrier

O Has established an Internet
supply-chain-theft report that
contains all the information to
be reported to law enforcement

O Uses no standard procedures for
seal control and usage

O Uses standard procedures for
seal control and usage

O Uses standard procedures with
regular audit procedures for seal
control and usage

O Lost or stolen goods metrics
demonstrate continuous
improvement
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Transportation Tracking and Visibility
(Practices that minimize risk of goods being lost, stolen, or diverted in transit)

Basic (Level One)

Typical (Level Two)

Advanced (Level Three)

O Achieves transportation visibility
through phone and manual
procedures

O Makes real-time tracking
capability a prerequisite for
carrier contracts

O Requires Supply Chain Event
Management (SCEM) capability
to proactively manage transport
movements

O Does not use real-time satellite
tracking for containers

O Uses satellite tracking of trucks
and containers on a limited scale

O Requires satellite tracking of
trucks and containers as a
condition of contract

O Does not monitor transportation
routing

O Reviews and approves transport
routes prior to movement

O Requires approval by firm
security of any deviation from
approved transport routes

O Uses tracking and protocols to
allow real-time notification of
diversion to security and law
enforcement

O Records and reports detected
deviations from approved
transport routes
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Receiving Management

(Practices that minimize the risk of receipt of unwanted or unauthorized material)

Basic (Level One)

Typical (Level Two)

Advanced (Level Three)

O Has no standardized process to
deter or prevent the introduction
of unauthorized weapons,
incendiary devices, explosives,
or other contraband

O Has defined and implemented
standardized process to deter
or prevent the introduction of
unauthorized weapons, incendiary
devices, explosives, and other
contraband

O Uses video and scanning
technology to deter or prevent
the introduction of unauthorized
weapons, incendiary devices,
explosives, and other contraband

O Uses no verification of carrier
personnel prior to allowing entry

O Requires verification of carrier
prior to allowing entry

O Requires verification of carrier
and driver prior to allowing entry

O Uses no systematic checking of
containers prior to release for
re-use

O Systematically checks containers
prior to release for re-use

O Systematically checks containers
prior to release for re-use

0 Does not document receiving
discrepancies

O Documents receiving discrepan-
cies using paper and photographs

O Documents receiving discrepan-
cies using electronic and video
means

O Requires proper weighing,
counting, and documenting of
cargo/cargo equipment verified
against manifest documents

O Requires proper weighing,
counting, and documenting of
cargo/cargo equipment verified
against manifest documents

O Separates employee parking from
visitor parking

O Controls access to employee
parking by a gate/pass and/or
decal system

0 Does not control private passen-
ger vehicle parking

O Restricts private passenger
vehicle parking to designated
areas

O Prohibits private passenger
vehicles from parking in cargo
areas or immediately adjacent to
cargo storage buildings

Storage Management

(Practices that minimize the risk of damage or theft of product in a storage facility)

Basic (Level One)

Typical (Level Two)

Advanced (Level Three)

O Does not segregate storage based
on product type or destination

O Segregates and marks interna-
tional, domestic, high-value, and
dangerous goods cargo within
the warehouse by a safe, vault,
caged, or otherwise fenced-in
area

O Segregates and marks interna-
tional, domestic, high-value, and
dangerous goods cargo within
the warehouse by a safe, vault,
caged, or otherwise fenced-in
area

O Co-locates break areas with
storage or staging areas

O Separates break areas from
storage or staging areas

O Separates break areas from
storage and staging areas

O Maintains controlled access to
high-risk areas

O Requires signing in and out of
high-risk areas
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Shipping Management

(Practices that minimize the firm’s risk of shipping unwanted
material and having product stolen or damaged in transit)

Basic (Level One)

Typical (Level Two)

Advanced (Level Three)

O Has no standardized process
defined for loading and sealing
containers

O Accepts the process of carrier
or third party for loading and
sealing containers

O Defines a standard process for
loading and sealing containers
and completes periodic audits

O Has no standardized monitoring
of cargo loading process

0 Employs standardized monitoring
of cargo loading process

O Employs closed-circuit monitoring
of cargo loading process with
recordings to be maintained for
a specified period

O Has not established different
polices for high-risk shipments

O Has refined polices for handling
high-risk shipments

O Has extensive policies such as
two drivers, use of GPS, escorted
service, driver security training,
and route varying for high-risk
shipments

0 Has no formalized process for
inspecting shipping container
integrity prior to loading

O Has defined process for inspect-
ing shipping container integrity
prior to loading

O Has defined process for inspecting
shipping container integrity
prior to loading with periodic
unannounced audits

O Uses only physical seals for limit-
ing access to containers

O Maintains proper storage of
empty and full containers in a
protected environment to prevent
unauthorized access, including
use of seals

O Tests electronic seals for
monitoring access to containers

O Contractually requires electronic
seals for monitoring access to
containers

Management Education

(Practices that provide firm management and employees with a broad
understanding of the benefits and costs related to supply chain security)

Basic (Level One)

Typical (Level Two)

Advanced (Level Three)

O Supply chain security has limited
top management visibility

O Supply chain security is viewed
as a “cost of doing business” by
top management

O Supply chain security is viewed
as a competitive advantage by
top management

O Limited communication of
security policies and standards
to employees

O Firm communicates security
policies and standards to
employees

O Firm communicates security poli-
cies and standards to employees
including consequences of non-
compliance

0 No recognition of employees
reporting suspicious activities

O Public recognition of employees
reporting suspicious activities

O Public recognition and incentives
provided for employees reporting
suspicious activities
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Internal Operations Management
(Practices that guide the firm in the establishment of policies to enhance internal security)

Basic (Level One)

Typical (Level Two)

Advanced (Level Three)

O Gives responsibility for supply
chain security to the security
organization

O Delegates responsibility for
supply chain security across a
number of functional areas
within the firm

O Centralizes responsibility for
supply chain security manage-
ment with a high-visibility cross-
functional team

0 Does not regularly review supply
chain security procedures

O Reviews supply chain security
procedures only on an ad hoc
basis

O Reviews supply chain security
procedures on a regular basis

O Posts minimal signage regarding
security requirements for
operations personnel

O Posts signage regarding security
requirements for operations
personnel

O Posts extensive signage regarding
security requirements for opera-
tions personnel with references to
centralized reporting

O Has no defined procedures and
conditions for notifying Customs
and other law enforcement
agencies regarding shortages,
overages, anomalies, or illegal
activities

O Has defined procedures and
conditions for notifying Customs
and other law enforcement
agencies regarding shortages,
overages, anomalies, or illegal
activities

O Has defined procedures and
conditions for notifying Customs
and other law enforcement
agencies regarding shortages,
overages, anomalies, or illegal
activities

O Maintains information to
facilitate product tracking

Supply Chain Education

(Practices that develop a workforce knowledgeable in supply chain management and security)

Basic (Level One)

Typical (Level Two)

Advanced (Level Three)

O Has not reviewed and
documented overall supply chain
with the goal of identifying
potential security risk areas

O Has reviewed and documented
overall supply chain with the
goal of identifying potential
security risk areas

O Has prepared educational
material to provide guidelines for
prioritizing efforts to minimize
risks

O Has not identified supply chain
security education alternatives

O Has identified supply chain
security education initiatives, but
does not have a plan for moving
employees through the program

O Has identified supply chain
security education initiatives and
has a formal plan for moving
employees through the program

0 Does not conduct training drills
and exercises

O Has begun to conduct training
drills and training exercises

O Regularly conducts drills and
training exercises

O Extends its supply chain security
training to its trading partners
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Incident Security Management

Planning Management

(Practices that guide the firm in identifying alternative sources and flows
if an incident were to deactivate a key supplier or carrier)

Basic (Level One)

Typical (Level Two)

Advanced (Level Three)

O Has no planning process to
identify impact of key suppliers

O Has established alternative
material sources in the case of
supply chain disruptions

O Works with suppliers to establish
alternative source as part of
contracting process

0 Has no planning process to iden-
tify the impact of interruptions on
major lanes

O Has established alternative carriers
for use in the case of supply
chain disruptions on major lanes

O Works with carriers to establish
alternative providers on major
lanes

O Is developing framework for defin-
ing relative supply chain risk by
country

O Has defined framework and is
rating countries on their relative
supply chain risk

O Has prioritized countries
regarding relative risk and has
established initiatives to reduce
the level of risk

O Has established protocol and
conducted exercises with appro-
priate public and private sector
partners

Mitigation Management

(Practices that guide the firm’s efforts to reduce the risk that those incidents
would significantly inhibit a firm’s ability to continue operations)

Basic (Level One)

Typical (Level Two)

Advanced (Level Three)

O Has no comprehensive view or
statement regarding its efforts to
mitigate the risk of supply chain
security initiatives

O Has a comprehensive view
regarding its efforts to mitigate
the risk of supply chain security
initiatives

O Has a comprehensive view and
statement regarding its efforts to
mitigate the risk of supply chain
security initiatives

0 Employs redundant communica-
tions system for critical incident
management

O Has established protocol and
conducted exercises with
appropriate public and private
sector partners
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Detection Management

(Practices that guide the firm in the deployment and application of detection equipment)

Basic (Level One)

Typical (Level Two)

Advanced (Level Three)

O Has no defined procedures for
recognizing and recording
security incidents

O Has defined procedures for
recognizing and recording
security incidents

O Has defined procedures for
recognizing and recording
security incidents and has
established guidelines regarding
appropriate responses

O Has established protocol and
conducted exercises with appro-
priate public and private sector
partners

Response Management

(Practices that define how a firm designs the organizational response to an incident)

Basic (Level One)

Typical (Level Two)

Advanced (Level Three)

O Has no defined plans to respond
to supply chain security incidents

O Attempts to have defined
procedures to respond to supply
chain security incidents

O Has defined and practiced “crisis
management” procedures for
responding to supply chain
security incidents

O Has established protocol and
conducted exercises with appro-
priate public and private sector
partners

Recovery Management

(Practices that define the firm’s anticipatory establishment of plans for incident recovery)

Basic (Level One)

Typical (Level Two)

Advanced (Level Three)

0 Has no documented recovery
plans for supply chain security
incident

0 Has documented plans for
responding to a supply chain
security incident

0 Has documented plans for
responding to a supply chain
security incident and has a
defined process to reinstate
operations

O Has established protocol and
conducted exercises with appro-
priate public and private sector
partners
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Government, Carrier, and Terminal/Port Assessment

Elements of Government, Carrier, And Terminal/Port Assessment

Listed are the dimensions that supply chain Government
partners, including government, carriers, and Carrier

terminal/port operations, should use in evalu-

ating their security. For each dimension, the
assessment tables list basic, typical, and

advanced practices.

Terminal/Port Operator

Government

(Practices that facilitate local, regional, and national government
ability to both reduce the risk and respond to a security incident)

Basic (Level One)

Typical (Level Two)

Advanced (Level Three)

O Allows each response unit (i.e.,
Police, Fire, and Public Health)
and municipality to develop its
own supply chain security plans
and responses

O Facilitates integrated responses
across municipalities but not
across response units

O Facilitates integrated planning
and responses across
municipalities and across
response units

O Participates in minimal joint
government-industry initiatives
to plan and test security incident
response capabilities

O Participates in joint government-
industry initiatives to plan
security incident response

O Participates in joint government-
industry initiatives to plan and
test security incident response
capability

O Does not have any standardized
process for evaluating security
risk

0 Develops and maintains a
standardized process for
evaluating security risk

O Develops and maintains a
standardized process for
evaluating security risk and
regularly reports metrics

O Has no clear definition of govern-
mental chain of responsibility for
reporting supply chain security
incidents

O Has a defined governmental
chain of responsibility for
reporting supply chain security
incidents

O Has a defined and well-
communicated governmental
chain of responsibility for report-
ing supply chain security
incidents

0 Has no common process for
sharing and synthesizing supply
chain security incidents

0 Has a common process for
sharing supply chain security
incidents

0 Has a common process for
sharing and synthesizing supply
chain security incidents

O Does not understand its role in
supply chain security with
respect to freight

0 Understands the importance
of secure supply chains but is
not organized to provide an
integrated response

O Understands the importance
of secure supply chains and
is organized to provide an
integrated response

O Defines, evaluates, and reports
security levels based on
established criteria

O Develops written security agree-
ments with other governments to
apply a common methodology
using transferable and consistent
standards

O Facilitates trade for trusted and
cooperative shippers, carriers,
and firms




ENHANCING SECURITY THROUGHOUT THE SUPPLY CHAIN

Carrier

(Practices that facilitate a carrier’s ability to minimize the risk of and respond to a security incident)

Basic (Level One)

Typical (Level Two)

Advanced (Level Three)

0 Meets minimum inspection
standards

O Defines security checks and
processes for facilities and
vehicles

O Involves key customers in setting
standards and establishing
security processes

0 Does not have a formal process for
measuring its supply chain security
capabilities

O Defines and reports a limited
number of security metrics

O Defines and reports a
comprehensive number of
security metrics

O Performs announced inspections/
assessments of facilities and
equipment

O Performs unannounced
inspections/assessments of
facilities and equipment

O Proactively tests carrier supply
chain security capabilities

O Provides carrier drivers with
minimal education regarding
supply chain security issues

O Provides carrier drivers with
education focusing primarily on
asset security

O Provides carrier drivers with
comprehensive education
regarding their role in enhancing
supply chain security

O Allows customers to take no role in
specifying driver requirements for
carrier

O Allows customers to specify
general requirements for carrier
drivers

O Allows customers to define
carrier driver requirements as an
element of the contract

O Requires that background
checks be performed on carrier
employees

O Participates in known shipper
programs such as offered in the
European Union

O Regularly reviews license
requirements (e.g., Hazmat)

O Does no testing of response plans
for supply chain security incidents

O Uses biometric personnel
screening coupled with continued
development of security measures
(e.g., biometric ignition systems)
for high-risk shipments

O Has developed and documented
response plans for likely security
incidents

O Performs announced testing of
response plans for supply chain
security incidents

O Performs unannounced testing of
response plans for supply chain
security incidents

O Makes no use of technology for
communicating with and tracking
vehicles on road

O Uses two-way communication
such as cell phones to communi-
cate with drivers on road

O Uses two-way communication
and satellites to communicate
with and track vehicles while on
road
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Terminal/Port Operator

(Practices that facilitate a terminal/port operator’s ability to minimize the
risk of and respond to a security incident)

Basic (Level One)

Typical (Level Two)

Advanced (Level Three)

O Has no Port Facility Security Plan
in place

O Has an established Port Facility
Security Plan, but it is not
regularly maintained

O Has an established Port Facility
Security Plan and regularly
reviews it

O Terminal operators meet mini-
mum inspection standards

O Terminal operators define
security checks and processes
for monitoring

O Terminal operators set specific
standards, establish security
processes, and regularly report
metrics

O Performs announced inspections/
assessments

O Performs unannounced
inspections/assessments

O Proactively tests terminal
operators’ supply chain security
capabilities

O Establishes critical incident
protocol including joint exercises
with key public and private
sector agencies

O Provides terminal security
through the use of fences

O Provides terminal security
through a combination of fences
and video

O Provides terminal security
through a combination of fences,
video, guards, and information
technology tools

O Firms minimally consider the Port
Facility Security Plan

O Firms approve a Port Facility
Security Plan and subsequent
amendments

O Allows customers to provide
input into Port Facility Security
Assessment and subsequent
amendments

0 Does not plan or test port facility
responses to supply chain
security incidents

O Has developed plans for port
facility responses to supply chain
security incidents

O Plans and regularly tests port
facility responses to supply
chain security incidents
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Recommendations for Action

The following four recommendations result from a
synthesis of previous literature regarding supply
chain security and the Supply Chain Workshop at
Michigan State University. The recommendations
focus on:

e Recommendation One: Leadership and
visibility
* Recommendation Two: Greater public-private

partnership, such as through a joint forum

* Recommendation Three: Promotion of
additional research to enhance knowledge
of supply chain security issues

Figure 3: Recommendations

e Recommendation Four: Dissemination of
knowledge through education and training

Figure 3 illustrates the inter-relationship between
the recommendations and the resulting impact.

The central theme of the recommendations is that
strong leadership is necessary from a combined
public-private partnership to raise awareness of the
importance of supply chain security as a national
priority and to promote initiatives to assure results.
The partnership should facilitate and prioritize the
research and dissemination of information regard-
ing supply chain security issues, best practices, and
performance measures.

Recommendation One

Leadership
Recommendation Two « » | Recommendation Three
Public-Private Sector |~ Research

Collaboration ~
~
~
~
~

e Education and Awareness
¢ Information Sharing

e Research Priorities

e Best Practices and Metrics

e Transforming the Security Industry

« | Recommendation Four

Education and Training
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Recommendation One: Leadership. /Increase the
awareness, visibility, and importance of supply chain
security challenges and issues by fostering public-
private sector collaboration and cooperation.

There is need for a stronger, integrated message
from both public and private sector leaders. Despite
a number of important new initiatives increasing
the security of the movement of people and goods,
the sheer volume of global trade creates security
challenges that demand the focused attention of
government and industry leaders. This message
must establish the link between the requirements
for efficient movement to support a global econ-
omy and the demands for security due to the war
on terror. The result is that supply chain security

is recognized across the board as a number one
policy priority, and it must quickly and forcefully
mobilize resources for lasting change.

There is a sense that the security industry as it
operates within firms today is not engaged in the
broader issues of supply chain security, but is still
focused primarily on fixed asset security. There

is a need to find a way to transform this industry,
broadening its scope and role in the protection of
supply chain processes, activities, and infrastructure,
as well as firm assets.

This recommendation is similar to President John F.
Kennedy’s mandate regarding the space program in
the early 1960s. A similarly unambiguous national

commitment is needed, and it needs to be articulated
by a broad spectrum of leaders so that everyone

understands it as a fundamental necessity, not a
product of politics or self-interest. Finally, the focus
must transcend borders and be global in scope.

Recommendation Two: Public-Private Sector
Collaboration. Establish a forum that facilitates
collaboration and joint action between government
and industry to improve supply chain security risk
assessment and identify best practices.

There is a need for a government-industry forum to
foster better information sharing among stakeholders
that heretofore have not typically interacted. The
group must be de-politicized, presenting supply
chain security as an essential need for the liveli-
hood and security of all. It must also be singularly
focused on supply chain security and efficiency so
that there is no dilution by other priorities.

The initial focus of the forum should be on two
initiatives. First, the group should oversee develop-
ment of a framework for assessing and prioritizing
risk in the process of establishing supply chain
security. The framework should include a focus on
the critical activities and mission-critical elements.
The phrase “mission-critical elements” is meant to
include trade lanes, products, and infrastructure.

The second initiative should be to establish an
effective platform for sharing information between
government and industry, and within industries.
Best practices, whether they are the best practices
of a firm whose supply chain is secure or the best
practices of a terrorist seeking to disrupt it, must

Trust is needed if we are to develop good intelligence about vulnerabilities in the

system and determine what needs to be done about them. Ideally, international

governments and companies should be connecting the “best practices” of terror-

ists with their likely consequences. But it is tremendously difficult for companies to

openly acknowledge a deficiency or vulnerability, and thereby open themselves up

to criticism from interest groups or regulators. In the absence of a shift in organiza-

tional culture that encourages companies to identify what isn’t working, compa-

nies will continue to try to piece together a strategy for supply chain security

internally, on their own. We need to find a way to elevate the internal function of

identifying problems that put the company—and the supply chain—at risk.

—Workshop on Supply Chain Security, Michigan State University, November 17, 2003
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be communicated to all stakeholders in supply
chain security. This recommendation calls for the
establishment of a robust supply chain security
intelligence collection system, one that facilitates
information sharing and communication across the
supply chain, and enables both government and
industry to share essential information. This requires
greater trust and a changed attitude toward the
recognition of weaknesses within a company. Firms
and the public sector must be willing to discuss
weaknesses so that the combined partnership, rep-
resented by the government-industry forum, can
propose common solutions that are both effective
and efficient.

A key question that needs to be resolved is how
the new entity would relate to the global commu-
nity. What will be its relationship to the WCO, for
example? It is clear that the forum should act in
concert with national objectives. Yet, it is also clear
that efforts to improve supply chain security must
be global in nature if the supply chain is to be both
efficient and secure.

Recommendation Three: Research. Undertake
research regarding the value and best practices
related to supply chain security and disseminate
the results.

It is essential that the assessment of priorities,
processes, practices, and the development of metrics
occur in an environment that is objective and mutu-
ally respected by all stakeholders. This includes a
combination of academic and governmental institu-
tions, professional organizations, and private sector
firms. The role of research is to facilitate key
stakeholder collaboration, conduct research, and
articulate the underlying value and necessity of
maintaining supply chain security in language that
speaks to all stakeholders. Relevant government-
industry forums would facilitate research by
identifying critical topics for investigation.

The advantages of broader, multidisciplinary
research can be identified and disseminated to
the institutional components of supply chains.

For example, lessons learned in efforts such as the
Business Anti-Smuggling Coalition, international
drug enforcement, and anti-corruption initiatives
can be applied to terrorist threats in today’s supply
chain environment. The packaging industry is
another important player in securing the supply

chain. Access to and application of new technolo-
gies that can provide easier evidence of tampering,
verification, and anti-counterfeit devices, for exam-
ple, can greatly assist in achieving supply chain
security through monitoring and detection.

There are three suggestions that require strong con-
sideration when establishing the research agenda.
First, the global nature of supply chains calls for a
global research network. Such a network is much
more likely to enlist the international support and
cooperation necessary for common processes met-
rics, education, and innovation.

Second, there is a necessary intermediate step prior
to the promotion of metrics and practices. The
value of supply chain security must be illustrated
through case studies that demonstrate the benefits
and returns associated with successful risk mitiga-
tion. In the end, the case for supply chain security
must be made in a common language: Its costs and
its benefits must be conveyed in a wider, common
context that both corporate and political leaders
can easily understand and appreciate.

Third, research should explore the development

of assessment tools to continuously validate and
improve the process of implementing supply chain
security measures. This suggestion addresses the
ongoing work of maintaining supply chain security
over time. It suggests that “tabletop” continuity tests
should be conducted on an international scale to
ensure that security measures remain current and
effective.

The research, facilitation, and articulation that this
entails must be carried out by entities that are
mutually recognized as objective by both the public
and private sectors. These entities must also be
committed to objective metrics that can encompass
the value of trade and its impact on the economy.

Recommendation Four: Education and Training.
Facilitate the development of education and
training resources necessary to disseminate and
implement best practices and approaches.

This is the ultimate product of the previous three
recommendations from the research and workshop:
resources and programs to provide training to
enhance supply chain security along with clear
metrics and best practices to guide managers and
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policy makers. The development of metrics is criti-
cal for creating a data-driven, reliable system that
supports risk management models that allow for
the development and valid identification of trusted
partners.

Training and education regarding supply chain
security should be incorporated into undergraduate,
graduate, executive, and industry trade programs
for a range of disciplines including business, security,
public policy, and law. The education and training
should include short modules and sessions that
provide an overview to multiple-day programs, and
semester classes that provide the information to
guide assessment and implementation of supply
chain security best practices. The content of educa-
tion and awareness materials must be tailored to a
wide range of audiences, from company CEOs to
line workers, from government officials to inter-
national stakeholders.

Education and awareness are the essential goals
of this recommendation; however, incentives for
action will be important in engaging some audi-
ences, such as “lower tier” suppliers and foreign
partners. There is a general sense that incentives
(e.g., accelerated cargo clearance associated with
“fast lane” status, fewer inspections, etc.) have
been and will be much more effective than penal-
ties in bringing about the desired results.
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Endnotes

1. The report is based on a review of research and
policy literature; dialogue with private and public sector
leaders; a workshop on supply chain security involving
40 leaders from government, industry, and academia
held at Michigan State University in November 2003;
and the experience of leading academic programs in
supply chain management and criminal justice/security
at Michigan State University.

2. The level of control of imports and exports, of
course, varies with the movement of certain technologies
tightly controlled.

3. The AMR applied to sea cargo. The Advance
Electronic Presentation of Cargo Information encom-
passes ocean, air, rail, and truck. Similar requirements
were imposed by Israel in November 2003 and will soon
be enacted in India for ocean and air shipments.

4. “The Poka-Yoke system involves designing the
process such that if some deviations to perfection happen
in the production process, they could be identified right
away and automatically corrected to prevent defects
from recurring” (Lee and Whang 2003:8).

5. Littman (2003) notes that successful efforts to
reduce high-tech theft during the 1990s combined tradi-
tional security measures (guns, guards, and gates) with
new technologically based steps including electronic
tracking, alarm and access control, GPS systems, bio-
metrically controlled ignition systems, etc.

6. It should be noted that many aspects of the
“Supply Chain Security Assessment” pertain to all stake-
holders, but to differing degrees.
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